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NEXT-GEN APPROACH

to Information Security by SEARCHINFORM
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Protection against
viruses, hacker attacks,
DDOS attacks, social
engineering etc,,
harmful activities,
coming from within
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Data-Centric Approach
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SEARCHINFORM FILEAUDITOR SEARCHINF@RM

DCAP performs data classification, access rights distribution and protection of data at rest.

The system scans

the files, cloud, Automatic data Access Ma“??' dgta
outlook DB classification rights audit classification
—~ )
File angl . Implementation Implementation
folder activity of back-up of blocking The collected information is stored
analysis policies policies

in a database, important documents
remain accessible even after they
are deleted on users’ computers.



DATA-CENTRIC APPROACH SEARCHINFERM
TO SECURITY i
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WHAT THREATENS SECURITY OF FILES? ‘ l l I l l l

File can be leaked.

File can be affected or destroyed
(ransomware, malicious employee).

File can be modified (e.g. via Chat GPT-powered | -
script to affect file content). . ' & Back-up policies

Back-up policies




SEARCHINFORM
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Traditional IS (Legacy DLP) vs. Next-Gen approach, implemented in Searchinform Risk Monitor
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RISK MONITOR SEARCHINF@RM

Comprehensive platform approach for internal security and business growth.

Risk Monitor is the representation of Next-Gen approach by Searchinform
to ensuring comprehensive internal threat protection. Risk Monitor

is the DLP-based platform, ensuring 360° protection of corporate assets. | -
|LA&I Data Protection & Incident prevention A -
N [ P
@ Continuous monitoring & detection of violations N n N EC »
S i » : sl
Quality control of work (correctness of communication fien. — 2l
WA with clients, business process chains) 3 PROT OF f
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=5, Incident investigation (advanced e-forensics) § )
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DETAILED INCIDENT SEARCHINF@RM
INVESTIGATION



COMBATING FRAUD WITH

Management of user access rights

The solution distributes user access rights, preventing
tllicit operations with confidential docs

Track user operations with data in specific apps

The DLP system tracks all data changes and user activity
(n applications like Photoshop

Creates shadow copies of important files

This feature helps track the history of file changes and allows
documents to be restored if they are altered.

Advanced analytical capabilities

Advanced analytical capabllities, such as content route, provide
visibility into fraud rings, detecting all individuals involved in
fraudulent activities



PREVENTION OF EMIRATES ID

(PERSONAL DATA) LEAK

fec) EndpointController Console (v. 6.7.5.3) - Victor@Internal.ISC
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Blocking and interception. Messengers (DLP)

Settings of blocking of files and messages with confidential data sent via messengers

[] use blocking rules "Messengers (DLF)”

+  add e [} tmport | []Enable OCR for images

Objects
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Network interception
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Journal of requests from agents
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Reports of Productivity &
current activity.

The system analyzes user
activity, detects employees,
working extra hours and
provides total transparency
on what's actually happening
in the organization with the
help of illustrative reports.

SEARCHINF@RM

roductivity
Activity in groups of processes and/or websites
Total activity in o groups: 0P 10 groups:

| 100:51:00 i




WATERMARKS SEARCHINF@RM
FOR PROACTIVE PROTECTION

Watermarks in Tiles Watermarks on screenshots

adds text or symbols to the specific

displays information on the monitor for
document to designate its confidentiality.

protection against taking screenshots or
monitor photographing.

The solution provides proactive protection against malicious actions and prevents leaks of
confidential information via cameras, smartphones, and screen capture software. It also
blocks screen capture tools, protects the clipboard, providing an additional security layer.




EMBEDDED WATERMARKS SEARCHINF@RM
WITH PROACTIVE FUNCTIONALITY

EndpointController Console (v. 6.7.5.3) - Victor@Internal I5C




Al-POWERED CAPABILITIES FOR
COMPREHENSIVE DATA LEAK PREVENTION




Al-FUNCTIONALITY FOR DETECTIONOF ... -.i\nrerMm
CORPORATE FRAUD
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FOR YOUR ATTENTION!
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